UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
QUAN BA PINH Poc 1ap - Tw do - Hanh phuc

Sb: 827 /UBND-VHTT Ba Dinh, ngay 24 thdng 4 nam 2024
V/v tang cudng cong tac bao dam an toan
thong tin mang trong thoi gian nghi Lé 30/4-01/5
va 70 ndm chién thing Dién Bién Phu

Kinh gui:
- Cac Ban Dang Quan uy, Trung tam Chinh tri quan, DPang uy
khéi Doanh nghiép va Van phong Quén y;
- Uy ban MTTQ Viét Nam va cac Doan thé chinh tri-xa hoi;
- Céc phong, ban, don vi su nghiép, hiép quan thudc quan;
- bang uy, UBND céc phuong;
- Cac truong MN, TH, THCS thudc quéan.

Thuc hién vin ban sd 1049/STTTT-ATTT&GDD ngay 23/4/2024 cia S6
Thong tin va Truyén thong Ha Noi (Hoa tdc) vé viée ting cudng cong tac bao
dam an toan thong tin mang trong thoi gian nghi L& 30/4-01/5; trudc nguy co tan
cong mang ngdy cang phirc tap, nhim ting cudng cong tac bao dam an toan thdng
tin, tranh tin tic, d6i twong x4u loi dung tan cong, phat tan thong tin xau doc trong
thoi gian nghi L& 30/4, 01/5 va 70 nam chién thing Dién Bién Phi;; Uy ban nhan
dan quan Ba BPinh dé nghi cac don vi thuc hién mot s6 noi dung sau:

1. Thi trudng cac co quan, don vi, doan thé thudc quan quan triét trong doi
ngii can bg, cong chirc, vién chire, nguodi lao dong tdng cuong thuc hién cac giai
phap bao dam an toan thong tin ca nhan trén moi trudng mang theo quy dinh cua
Luat An toan thong tin mang va cac vin ban phap luat lién quan, cu thé:

- Cung ¢d va wu tién nhiém vu ung truc, giam sat 24/7; chu dong theo doi
thuong xuyén, lién tuc cc hé thong giam sat an toan thong tin tap trung, hé thong
phong, chong ma ddc tap trung dam bao phat hién, xtr 1y, khic phuc kip thoi tan
cong mang, canh bdo ma ddc dugc xac minh.

- Tang cudng ra soat cac hé théng thong tin ctia co quan, trién khai cac bién
phap khic phuc kip thoi 16 hong an toan thong tin mang da duge Bo Thong tin va
Truyén thong, S& Thong tin va Truyén thong va cac don vi chirc nang canh bao
(cac 156 hong bao mat nhu CVE-2024-26198, CVE-2024-21322, CVE-2024-
21323, CVE-2024-29053, CVE-2024-26257, CVE-2024-0819,...).

- Thudng xuyén kiém tra, ra soat, sin sang phuong an xtr 1y (phdi hop xur
ly) khi phat hién c6 du hiéu khai thac, tin cong mang; theo ddi cac kénh canh
béo ctia cac co quan chirc ning vé an toan thong tin dé phat hién kip thoi nguy co
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tan cong mang va cac 16 héng bao mat. Tiép tuc ting cudng, ning cao ning luc
bao dam an toan thong tin mang theo mo hinh 4 16p.

2. Trong qua trinh t6 chuc thyc hién, néu c6 kho khin, vuéng mac can hd
tro dé nghi cac don vi chu dong lién h¢:

- Phong An toan thong tin va Giao dich dién tir (dién thoai: 024.35123035;
thu dién tir: patttgddt sotttt@hanoi.gov.vn).

- D61 Ung clru sy ¢d an toan thong tin mang thanh phé Ha Néi (dién thoai
truc 24/24: 024.35124010; thu dién tu: ttdl sotttt@hanoi.gov.vn)

Pé nghi cac don vi nghiém tic trién khai thyc hién./.

Nﬁ"hﬁp: TM UY BAN NHAN DAN
- Nhu trén; -

- Thudng trac Quan uy; _ KT,' CHU, TICH

- PJc Ch tich UBND quan: O CHU TICH
- Céc d/c PCT UBND quan; ‘
-Luu VT, VHTT.
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